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STATEMENT OF WORK

TITLE: Technoloav Forecast For Computer Securitv R&D Plannina
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1. Obiective:
1

_The obiective of this efgort is to igentifv and . farecast
trends 1n the computer technologies which mav have an effect on .
the provision of.computer securitv within the Intelljgence Compunitv (IC).
Epphasis should be on those techngologies which are expected to have
sianificant impact on_combuting within the next 5 - 10 Vears.
These trends and the gactors controllina them will be used to serve as
a basis for establishina a computer security R&D plan for the IC.

2. Scope: ‘ .

_This effort shall include a_baseline technoloaical assessment
of the .current state of the comoyter svstems and computer networks
;echngloav supporting the In;elliaence_community (IC). It shall further
fdentifv the technologies which are expected to have a sianificant ‘
impact on computing within the IC as projected -over the next 5 = 10 vears.
Trends in the technolocies and in the assimilation and utilization of
these technologies shall be forecast. The forecasts shall consider anv
kev securitv relevant issues and factors Which .influence these trends
in particular_as thev are apnlied to the IC, Based on thege trends and
the forecast for the next 5 = 10 vears. the .computer securitv reauirements
shall be hypothesized. Based on the conclusicns and observations.
specific R&D initiatives and other computer securitv efforts mav be
recommended.

a. Some candidate trends miahﬁ be:

o -- rate of advancements_ in pertinent technical capabilities:
e.qg._networkina. data manaaement, distributec :processina., local area
support, office automation, etc.

oL -~ rate.of assimilation of varicus technoloaies into. the
IC inventorv., both throuah establishment of inew svstems and replacement
or enhancement of existina svstems.

== rate of increased utilizatlon of and dependence on
automated data Drocessina and storage.,

b.. Some securitv-relevant issues and factors, which miaht influence
the selection and aasimllation of the avallakle and emeraina _technoloaies
into the IC miaht include- policv. restrictions on the_use of the
technoloav: cost of achievina securitv. planned operational reauirements.
past investments and backward compatibillity; -etc.

Pace 1.

Declassified in Part - Sanitized Copy Approved for Release 2012/11/30 : CIA-RDP89B01354R000400560006-1




- Declassified in Part tized
3. specific Technicgsassifie 1‘?& maentssam ize Copy Approved for Release 2012/1 1/30 : CIA-RDP89B01354R000400560006-1

. a; perform a baseline technoloolcal assesshent oﬁ the current
state of the computer_svstems and combuter networks technoloav
vsuboortina the Intellicence Community (IC). :

_ b. Identifv_the technoloales which are expected to have a sianificant
impact on .computina within the IC as projected .over the next 5 = 10 vears.

c. DPerform trends analvses of the technologies_ identified and of
the assimilation and utilization of these techncloaies iIn the IC.

. ..d. Prepare aﬂforecas;. which cénsiders the kev securit§ relevant
influences _and drivers. of the state of the cchputer technoloaies
utilized within the IC over the next 5 = 10 vears.

L €. vaothesize the computer securlty ‘Teculrements. proiected .
over the next 10 vears. based on this forecast.

R f, Recommend, &s avoropriate. specific R&D and other computer
securitv iniatives.

4. Milestones:

o i ) TLLEGTB
30 April 1982 (or 2 MDS ADAD)Y:
- . . Ce . ILLEGIB
Draft of the baseline technoloaical assessment < '
Draft Dutline of Final Report
Outline of the methods to be anpliea ‘for Derformiﬁa the forecast -
List of the technoloqies selected for the forecast.
List of the security relevant influences and drivers
30 June 1982 (or 4 MOS ADAD): : 0
o  ILLEGIB

Final of the beseline technolooical essessment
F1na1 Qutline of Final Reoort

Draft trend analvses of selected technoloaies 7#»3rtﬁ
Mid effort profect status review .

31 Auaust 1982 (or 6 MOS ADAD):

praft preliminarv forecast
Draft preliminary hvnothesis of computer securitv reauirements
First draft of Final Revort

1 Dctober 1982 (or 8 MOS ADAD):

Final Draft of Final Report
Final project status review
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| 5. Deiivergbiesﬁ
a. The various drafts and outlines as called for bv the Milestones.
b. Final Report which Includes (as 2 minimum):

1) Baseline technoloaical assessment

2) Forecast mefhods and selection criteria

3) Trends anzlvses and vroiections

4) Hvpotheses. conclusions and recommendations

. C. Bimgnthlv project status iedorps including accomplispments.
oroblems. milestones/schedule, funds expenditure.

. d.. _Briefina_on final report to the members of the Computer
Security Subcommittee of NFIB. '

0

NDTE: Deliverv of Final Report due 30 days atter comnletion of
the contract.
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